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Computer access dependent on the location of the accessing terminal 



(57) Determining the location of a wireless terminal 
provides access to data stored in a database of a central 
computer associated with that location to the wireless 
terminal. The user of the wireless terminal is not re- 
quired to perform any activity to gain access to data as- 
sociated with the location. The degree of access to the 
data associated with a location is dependent upon the 
authorization information supplied by the wireless ter- 
minal to the central computer after the location of the 
wireless terminal has been determined. In addition^ the 
wireless terminal may be a computer capable of wire- 
less communication, a wireless PDA, or a wireless tel- 



ephone set having display and data entry capabilities. 
In afirst embodiment, a wirelessterminal communicates 
with the central computer via a wireless switching sys- 
tem. The central computer determines the location of 
the wireless terminal upon establishment of a commu- 
nication path between the wireless terminal and the cen- 
tral computer. In a second embodiment of the invention, 
the wireless terminal communicates via a wireless 
transceiver with the central computer. There is one wire- 
less transceiver for each location. The transceivers are 
connected to the central computer by a local area net- 
work (LAN). 
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Description 
Technical Field 

[0001] The present invention relates to wireless 
switching systems and, in particular, to providing remote 
computer access to an accessing terminal based on the 
location of that terminal. 

Baclcground of the Invention 

[0002] In the modem commercial environment, there 
are many situations where it is desirable that computer 
access to information be based on the location of the 
terminal requesting that information. For example, when 
a doctor enters the room of a patient, the doctor wishes 
to access all records of the patient which are stored in 
a computer database. Even if the doctor is equipped 
with a laptop computer or PDA device, the doctor must 
enter the patient's identification in order to obtain this 
record. The need to enter the patient's identification is 
true even if the laptop computer or PDA device is com- 
municating with the database computer via a wireless 
link. A nurse entering the patient's room also faces the 
same problem. Whereas, in normal situations, the time 
required to enter the patient's identification is simply a 
waste of a valuable resource and an inconvenience. It 
is possible to function in this manner. However, if an 
emergency occurs that is life threatening for the patient, 
there is not time for a doctor or a nurse to be operating 
a keyboard. Other situations arise in the commercial or 
military environments where the access to information 
is time critical. 

Summary of the Invention 

[0003] The aforementioned problems are solved and 
a technical advance is achieved in the art by an appa- 
ratus and method that determines the location of a wire- 
less terminal and provides access to data stored in a 
database of a central computer associated with that lo- 
cation to the wireless terminal. The user of the wireless 
terminal is not required to perform any activity to gain 
access to data associated with the location. Advanta- 
geously, the degree of access to the data associated 
with a location is dependent upon the authorization in- 
formation supplied by the wireless terminal tothe central 
computer after the location of the wireless terminal has 
been determined. In addition, the wireless terminal may 
be a computer capable of wireless communication, a 
wireless PDA, ora wirelesstelephone set having display 
and data entry capabilities. 

[0004] In a first embodiment, a wireless terminal com- 
municates with the central computer via a wireless 
switching system. The central computer determines the 
location of the wireless terminal upon establishment of 
a communication path between the wireless terminal 
and the central computer. In a second embodiment of 



the invention, the wireless terminal communicates via a 
wireless transceiver with the central computer. There is 
one wireless transceiver for each location. The trans- 
ceivers are connected to the central computer advanta- 
5 geously by a local area network (LAN). 

[0005] Other and further aspects of the present inven- 
tion will become apparent during the course of the fol- 
lowing description by reference to the accompanying 
drawing. 

10 

Brief Description of the Drawing 
[0006] 

^5 FIG. 1 illustrates, in block diagram form, a system 
for implementing the first embodiment of the inven- 
tion; 

FIG. 2 illustrates, in block diagram form, a system 
for implementing the second embodiment of the in- 
20 vention; 

FIGS. 3 and 4 illustrate tables and a database uti- 
lized by a central computer; 

FIGS. 5 and 6 illustrate, in flow chart form, steps 
performed by a central computer in a first imple- 
2S mentation of the invention; 

FIG. 7 illustrates, in block diagram form, a fixed unit; 
FIG. 8 illustrates, in block diagram form, a wireless 
telephone; 

FIG. 9 illustrates, in flow chart form, steps per- 
50 formed by a wireless terminal; 

FIG. 10 illustrates, in block diagram form, steps per- 
formed by a fixed unit; 

FIG. 11 illustrates, in flow chart form, steps per- 
formed by a central computer in a second imple- 
35 mentation of the invention; 

FIG. 12 illustrates, in block diagram form, a trans- 
ceiver; 

FIG. 13 illustrates, in block diagram form, a laptop 
computer configured as a wireless terminal; 
40 FIG. 14 illustrates a table for utilization by a central 
computer; and 

FIG. 15 illustrates a table and database for utiliza- 
tion by a central computer. 

45 Detailed Description 

[0007] FIG. 1 illustrates, in block diagram form, a first 
embodiment of the invention. Wireless terminals 
112-114 are interconnected to central computer 1 1 9 via 

50 base stations 121-122 and wireless switching system 
111. In FIG. 1, when a wireless terminal enters a new 
location, it receives the identification of the fixed unit 
providing coverage for that location. The wireless termi- 
nal is responsive to the identification information from 

55 the fixed unit received via a transmission media other 
than that used by wireless switching system 111 to es- 
tablish a data communication path to central computer 
119 via a base station and wireless switching system 



2 



3 



EP 0 992 921 A2 



4 



111 . The wireless terminal then transmits to central com- 
puter 1 1 9 the identification information of the fixed unit. 
In response; central computer 119 determines the data 
that is assigned to that location. Central computer 119 
then obtains the identification information of the wireless 
terminal. Central computer 119 determines what portion 
of the data assigned to the location can be accessed by 
the wireless terminal based on the identity of the wire- 
less terminal. This portion of the data is referred to as 
authorized data. Central computer 119 is then respon- 
sive to requests from the wireless terminal to give the 
wireless terminal access to the authorized data. In ad- 
dition, the wireless terminal can update portions of au- 
thorized data by the transmission of messages to central 
computer 119. If the system illustrated in FIG. 1 is serv- 
ing a hospital, a doctor walking into a patient's room 
would have full access to the patient's records stored in 
central computer 1 1 9. However, a nurse would be given 
access only to a portion of the patient's records stored 
on central computer 119. 

[0008] The wireless terminals may be laptop comput- 
ers with a wireless interface designed to function with 
wireless switching system 111, PDAs similarly 
equipped, or wireless telephone sets. In addition, the 
transfer of data from central computer 1 1 9 to a wireless 
terminal may be in the form of text, video, or audio for- 
mats. For example, an individual delivering supplies or 
food to a patient in a hospital may only need to know the 
name of the patient. In such a situation, a wireless tel- 
ephone would be very adequate for receiving audio in- 
formation defining the name of the patient. 
[0009] One skilled in the art could readily see that oth- 
er methods could be utilized to determine the location 
of a wireless terminal. For example, the wireless termi- 
nals could transmit identification information defining 
the wireless terminal to a fixed unit which then could re- 
lay th is to central computer 1 1 9 via wired or wireless me- 
dia to central computer 119. In addition, global position- 
ing satellite (GPS) devices or base stations could be 
used to determine a position of a wireless terminal. 
[001 0] FIG. 2 illustrates, in block diagram form, a sec- 
ond embodiment of the invention. Wireless transceivers 
201-206 each provide coverage for an individual loca- 
tion. When wireless terminal 209 enters the area that is 
covered by transceiver 202, a wireless communication 
link is established between wireless terminal 209 and 
wireless transceiver 202. Upon establishment of this 
link, transceiver 202 communicates via LAN 207 the 
identity of wireless terminal 209 and the identification 
information of transceiver 202. Central computer 208 
then requests the identification information from wire- 
less terminal 209. Based on the identification informa- 
tion from wireless terminal 209 and the location as de- 
fined by the identification of transceiver 202, central 
computer 208 authorizes access to portions of the data 
assigned to the location covered by transceiver 202. 
Wireless terminal 209 then is free to read and write the 
authorized data. 



[0011] Central computer 119 utilizes Table 301 of FIG. 
3 to maintain at which location a wireless terminal is. 
When a wireless terminal changes location, central 
computer 119 determines this by detecting that the lo- 
5 cation in FIG. 3 is no longer the real location of the wire- 
less terminal. 

[0012] FIG. 4 illustrates database 401 in which data 
assigned to each location is maintained and Table 402. 
Table 402 comprises pointers which are constructed 

70 based on location pointers into database 401 and the 
terminals' authorization codes. The terminal authoriza- 
tion codes are determined by central computer 119 
based on the location information and the identification 
information of the wireless terminal. 

15 [0013] FIGS. 5 and 6 illustrate, in flow chart form, the 
steps performed by central computer 119 in implement- 
ing the first embodiment of the invention. Decision block 
501 determines if there is a message from a wireless 
handset. If the answer is no, control is transferred to 

20 block 502 which performs normal processing before re- 
turning control back to decision block 501 . If the answer 
in decision block 501 is yes, decision block 507 deter- 
mines if a "no fixed unit" message is being received from 
a wireless telephone. Such a message indicates that a 

25 wireless telephone is not receiving the transmission sig- 
nal from any fixed unit. If the answer is yes in decision 
block 507, control is transferred to block 504 which de- 
termines the last known location. Central computer 119 
maintains a list of last known locations for each of the 

30 wireless terminals. Block 506 then signals that the wire- 
less telephone cannot receive a fixed unit around the 
last location listed for the wireless telephone. This sig- 
naling may be in the form of a message displayed to an 
operator of central computer 119 or merely a message 

35 being included in a maintenance log of central computer 
119. After execution of block 506, control is transferred 
back to decision block 501 . 

[0014] Returning to decision block 507, if the answer 
is no, decision block 508 determines if a low battery in- 

40 dication was included in the message identifying the 
fixed unit from the wireless telephone. If the answer is 
no in decision block 508, block 509 determines the lo- 
cation based on the identification code of the fixed unit 
of the wireless telephone before transferring control to 

45 decision block 601 of FIG. 6. If the answer in decision 
block 508 is yes, the low battery indication for the iden- 
tified fixed unit is placed in the database, and a mainte- 
nance message indicating low battery is generated be- 
fore transferring control to block 512. Block 512 per- 

50 forms the same operations as block 509 before trans- 
ferring control to decision block 601 of FIG. 6. 
[0015] Control is transferred to decision block 601 of 
FIG. 6 from either block509 or block 51 2. Decision block 
601 determines if the wireless terminal has changed its 

55 location. This is performed by utilizing the determined 
location in comparison with the location given for the ter- 
minal in Table 301 of FIG. 3. If the wireless terminal has 
changed locations, block 608 updates Table 301 (also 
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referred to as Table 1 in FIG. 6) to reflect this new loca- 
tion, and block 609 requests the identification infornna- 
tion from the wirelessterminal bya message transmitted 
via wireless switching system 111. Decision block 611 
determines when the identification information is re- 
ceived from the wireless terminal. When the identifica- 
tion information is received, control is transferred to 
block 612 which determines the authorized access to 
the location's data that is to be given to the wireless ter- 
minal. Block 61 3 stores this authorized access informa- 
tion into Table 402 of FIG. 4 (also referred to as Table 2 
in FIG. 6) before returning control backto decision block 
501 of FIG. 5. 

[0016] Returning to decision block 601, if the wireless 
terminal has not changed location, control is transferred 
to decision block 602 which determines if the wireless 
terminal is authorized to access information in database 
401 of FIG. 4 assigned to the particular location. Deci- 
sion block 602 makes this determination by determining 
if there is a entry for the wireless terminal in column 41 2 
of Table 402 of FIG. 4. If the answer is no in decision 
block 602, control is transferred to error recovery in 
block 603. If the answer is yes, control is transferred to 
decision block 604 which determines if the wireless ter- 
minal is requesting access to database 401. If the an- 
swer is no, control is transferred to block 606. The latter 
block performs normal processing before returning con- 
trol back to decision block 501 of FIG. 5. If the answer 
is yes in decision block 604, block 607 performs the re- 
quested access to database 401 utilizing the pointerthat 
comprises an entry from column 409 and an entry from 
column 41 1 of Table 402 of FIG. 4 to access the appro- 
priate portion of database 401 . After execution of block 
607, control is transferred backto decision block 501 of 
FIG. 5. 

[0017] FIG. 7 illustrates in block diagram form a fixed 
unit. The fixed unit of FIG. 7 is powered by battery 701 . 
However, one skilled in the art could readily see that nor- 
mal building AG power could also be utilized to power 
the fixed unit. Controller 703 periodically transmits the 
identification code for the fixed unit via transmitter 704. 
Advantageously transmitter 704 can be transmitting uti- 
lizing infrared transmission or ultrasonic transmission. 
Transmitters for transmitting either infrared or ultrasonic 
are well known in the art. If controller 703 detects that 
battery 701 is at a low power level via conductor 707, 
battery monitor 702, and conductor 708, controller 703 
sets alarm indicator 705 and transmits the low power 
indication along with the identification code via transmit- 
ter 704. 

[0018] Wireless handset 112 is illustrated in greater 
detail in FIG. 8. Wireless handset 112 implements a 
wireless protocol that allows wireless handset 112 to 
maintain a wireless signal link with wireless telecommu- 
nication system controller 111 via base stations 
121 -122. One air interface that can be used is the Jap- 
anese PHS protocol as set forth in "User-Network Inter- 
face and Inter-Network Interface Standards for PHS", 



the Telecommunication Technology Committee, 1995, 
and "Personal Handy Phone System RCR Standard", 
Version 1 , RCR STD-28, December 20^ 1 993. The mes- 
sage set of the PHS protocol is similar to the ISDN mes- 

5 sage set. Overall control of the wireless handset is pro- 
vided by control unit 801 . Units 802, 803, 806, 807, 808, 
and 809 provide the RF communication capabilities for 
the wireless handset. Elements 804, 810, and 811-814 
provide the audio information received and transmitted 

70 to the user; whereas, elements 816-818 and 805 pro- 
vide the basic user interface. The PHS protocol allows 
control unit 801 to establish a logical data channel with 
system controller 111 . Control unit 801 utilizes this log- 
ical data channel to transmit identification information 

75 for fixed units to system controller 111 which in tum 
transfers this information to central computer 1 1 9 of FIG. 
1 using well known methods. Fixed unit receiver 321 re- 
ceives the identification code of a fixed unit and transfers 
this identification code to control unit 801 for transmis- 

20 sion to central computer 119. Fixed unit receiver 321 is 
of a design well known in the art for either infrared or 
ultrasonic transmission media. One skilled in the art 
could readily see that fixed unit receiver 321 could pro- 
vide to control unit 801 the signal strength of the re- 

2S ceived signal. Further, control unit 801 could also tune 
fixed unit receiver 321 to receive different frequencies 
or other variations of the transmission media using well 
known techniques in the art. 

[0019] FIG. 9 illustrates the steps performed by a 
50 wireless terminal such as wireless handset 113. Deci- 
sion block 901 determines if the time has elapsed to 
monitor for a fixed unit. Advantageously every second 
the wireless handset monitors to determine if the trans- 
mission signal of a fixed unit is being received. If the 
35 answer in decision block 901 is no, normal processing 
is performed by block 902 before control is returned 
back to decision block 901 . 

[0020] If the answer in decision block 901 is yes, con- 
trol is transferred to decision block 903 which deter- 

40 mines if a transmission signal is being detected. If the 
answer in decision block 903 is no, control is transferred 
to block 904 which establishes a logical channel to cen- 
tral computer 1 1 9 via a base station and system control- 
ler 111. After the establishment of the logical channel, 

45 the wireless handset transmits a "no fixed unit" message 
to the central computer before transferring control back 
to decision block 901 . Returning to decision block 903, 
if the answer is yes, control is transferred to block 908 
which establishes a logical channel to central computer 

50 119. Block 909 determines the identification code of the 
fixed unit whose transmission signal is being received, 
and block 911 transmits the received identification code 
to central computer 1 1 9 before transferring control to de- 
cision block 912. Decision block 91 2 determines if a low 

55 battery indication was included in the transmission sig- 
nal from the fixed unit. If the answer is no, control is 
transferred back to decision block 901 . If the answer in 
decision block 91 2 is yes, block 91 3 transmits a low bat- 
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tery indication message to central computer 11 9 for the 
identified fixed unit. 

[0021] FIG. 10 illustrates the steps performed by a 
fixed unit. Decision block 1 001 determines if it is time to 
transmit the identification code of the fixed unit. Advan- 
tageously, the identification code is transmitted every 
tenth of a second. If the answer is no, control is trans- 
ferred back to decision block 1 001 . If the answer is yes, 
decision block 1003 determines if battery monitor 702 
of FIG. 7 is indicating a low battery. If the answer is no, 
block 1004 simply transmits the identification code of the 
fixed unit before transferring control back to decision 
block 1 001 . If the answer in decision block 1 003 is yes, 
block 1 006 transmits a message that includes the iden- 
tification code and a low battery indication before trans- 
ferring control back to decision block 1001 . 
[0022] FIG. 1 1 illustrates, in flow chart form, the steps 
performed by central computer 208 in implementing the 
second embodiment of the invention. Central computer 
208 maintains an intemal table which specifies the lo- 
cations of transceivers 201-206. When a message is re- 
ceived from a wireless terminal via one of the transceiv- 
ers, control is transferred to block 1 1 05. The latter block 
determines the location of the wireless terminal based 
on the internal table that specifies the location of the 
transceiver being utilized by the wireless terminal. The 
identification of the transceiver is included in each mes- 
sage sent by the transceiver to central computer 208 via 
LAN 207. After execution of block 1 1 05, control is trans- 
ferred to block 1101. 

[0023] Decision block 1 1 01 determines if the wireless 
terminal has changed its location. This is performed by 
utilizing the determined location in comparison with the 
location given for the terminal in Table 1401 of FIG. 14 
(also referred to as Table 1 in FIG. 11). If the wireless 
terminal has changed locations, block 1 1 08 updates Ta- 
ble 1401 to reflect this new location, and block 1109 re- 
quests the identification information from the wireless 
terminal by a message transmitted via central computer 
208. Decision block 1111 determines when the identifi- 
cation information is receivedfromthe wireless terminal. 
When the identification information is received, control 
is transferred to block 1112 which determines the au- 
thorized access to the location's data that is to be given 
to the wireless terminal. Block 1113 stores this author- 
ized access information into Table 1502 of FIG. 15 (also 
referred to as Table 2 in FIG. 1 1 ) before returning control 
back to decision block 1 1 00. Returning to decision block 
1101 , if the wireless terminal has not changed location, 
control is transferred to decision block 1102 which de- 
termines if the wireless terminal is authorized to access 
information in database 1501 of FIG. 15 assigned to the 
particular location. Decision block 1102 makes this de- 
termination by determining if there is a entry for the wire- 
less terminal in column 1512 of Table 1502 of FIG. 15. 
If the answer is no in decision block 1102, control is 
transferred to error recovery in block 1103. If the answer 
is yes, control is transferred to decision block 1104 



which determines if the wireless terminal is requesting 
access to database 1 501 . If the answer is no, control is 
transferred to block 1 1 06. The latter block performs nor- 
mal processing before returning control backto decision 
5 block 1 1 00. If the answer is yes in decision block 1 1 04, 
block 1 1 07 performs the requested access to database 

1501 utilizing the pointer that comprises an entry from 
column 1509 and an entry from column 1511 of Table 

1 502 of Fl G. 1 5 to access the appropriate portion of da- 
70 tabase 1501. After execution of block 1107, control is 

transferred backto decision block 1100. 
[0024] FIG. 12 illustrates, in block diagram form, 
transceiver 202 of FIG. 2. The other transceivers of FIG. 
2 are identical in design. Controller 1201 transmits and 

75 receives messages with central computer 208 via LAN 
interface 1202 and LAN 207. The design of LAN inter- 
face 1202 is well known in the art and can be designed 
to utilize a number of different LAN protocols. Controller 
1201 communicates with wireless terminals via infrared 

20 (IR) transmitter 1203 and IR receiver 1204. One skilled 
in the art could readily envision that the transmission 
medium could be other than infrared such as electro- 
magnetic. Controller 1201 periodically transmits its 
identification information via IR transmitter 1203 at pre- 

25 defined times. When a wireless terminal receives these 
periodic transmissions, the wireless terminal transmits 
via I R receiver 1 204 the identification of the wireless ter- 
minal. Controller 1201 then forms a message consisting 
of the identification of the wireless terminal and the iden- 

30 tification of transceiver 202 and transmits this message 
via LAN interface 1202 and LAN 207 to central computer 
208. Controller 1201 can be communicating with a 
number of wireless terminals at any given time. This al- 
lows a number of wireless terminals to be in the location 

35 covered by transceiver 202. Controller 1201 is respon- 
sive to messages received from central computer 208 
via LAN interface 1 202 and LAN 207 to form a message 
utilizing the wireless terminal identification that was in- 
cluded in the message from central computer 208. This 

40 formed message is then transmitted via IR transmitter 
1203. The wireless terminals constantly monitor trans- 
missions from controller 1201 and will only respond to 
those messages which contain the wireless terminal's 
identification information. This allows central computer 

45 208 to communicate with individual wireless terminals. 
[0025] FIG. 1 3 illustrates, in block diagram form, wire- 
less terminal 112. The other wireless terminals illustrat- 
ed in FIG. 2 would be similar in design. However, laptop 
computer 1301 may be replaced with a PDA. Laptop 

50 computer 1 301 is responsive to the periodic polling mes- 
sage received from a transceiver to transmit back a 
message defining the identity of wireless terminal 112. 
Laptop computer 1301 is responsive to messages re- 
ceived from central computer 208 to take the appropri- 

55 ate actions. For example, laptop computer 130t is re- 
sponsive to a message from central computer 208 re- 
questing the identification information of laptop compu- 
ter 1 301 to transmit that information to central computer 
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208. Laptop computer 1301 also is running an applica- 
tion program that requests and utilizes data stored in 
database 1501 of FIG. 15. 



Claims 

1. A method for accessing data, comprising the steps 
of: 

assigning (FIG. 4) one of a plurality of data sets 
(403,404) to each of a plurality of locations; 
determining (601, 608) one of the plurality of 
locations in which a data device (113) is locat- 
ed; 

identifying (602) one of the plurality of data sets 
assigned to the determined one of the plurality 
of locations; and 

providing (607) access to the data device to the 
one of the plurality of data sets. 

2. The method of claim 1 wherein each of the plurality 
of data sets comprises subsets of data and the 
method further comprises the steps of requesting 
(611) an identification of the data device; and 

limiting the access of the data device to pre- 
defined ones of the subset of data of the one of the 
plurality of data sets based on the identification of 
the data device. 

3. The method of claim 1 or claim 2 wherein the data 
device is interconnected to a wireless switching 
system (111) and the step of determining comprises 
the step of supplying (909, 911) location information 
by the data device to a database computer (1 1 9) via 
the wireless switching system whereby the location 
information identifies the one of the plurality of lo- 
cations. 

4. The method of claim 3 wherein the step of supplying 
comprises the step of receiving (909) the location 
information from one of a plurality of fixed units by 
the data device whereby each of the plurality of 
fixed units is located in one of the plurality of loca- 
tions. 

5. The method of claim 1 or claim 2 wherein the data 
device is interconnected to a local area network 
(1 07) via a wireless connection through one of a plu- 
rality of fixed units (202) that is connected to the lo- 
cal area network and the step of determining com- 
prises the step of supplying (1101) location informa- 
tion by the one of the plurality of fixed units to a da- 
tabase computer (119) via the local area network 
whereby the location information identifies the one 
of the plurality of locations. 

6. The method of claim 5 wherein each of the plurality 



of fixed units is located in one of the plurality of lo- 
cations and is connected to the local area network. 

7. The method of claim 5 or 6 wherein the step of iden- 
5 tifying the one of the plurality of data sets assigned 
to the determined one of the plurality of locations is 
performed in response to the received location in- 
formation by the database computer. 

70 8. Themethodof claim 7 wherein the step of providing 
access to the data device to the one of the plurality 
of data sets is performed by the database computer 
via the one of the plurality of fixed units and the local 
area network. 

15 

9. The method of any of the preceding claims wherein 
the data device is a computer. 

10. The method of any of claims 1 to 8 wherein the data 
20 device is a PDA. 

11. The method of any of claims 1 to 8 wherein the data 
device is a wireless telephone. 

25 12. An apparatus for accessing data, comprising 
means arranged to carry out each step of a method 
as claimed in any of the preceding claims. 
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